ONOPHBIA IVIAH-KOHCHEKT

B Hactosmee Bpemsi MHTepHET sABIISETCS HEOTHEMIIEMONH YacThiO KH3HH
oonplMHCTBA Moged. M aeTd He cTanu MCKIIOYEHHEM, B CBA3U C YEM OCTpO
cTouT npobnema ux Oe3zomacHocTH B IVIOOQIBHOH CeTH, a TaKKke
HeoOX0AMMOCTE (DOPMHUPOBAHHUSI Y HHUX MNPEACTaBICHHH O BUPTYaIbHOM H
peanbHoM Mmupe. OnHoit M3 3aJay OpPraHoB BHYTPEHHHX JEJI ABJAETCH
pa3paboTKa HMHHOBAIMOHHBIX IOAXOMOB, IO3BOJISIOMIUX HE TOJBKO Hay4YdTh
pebenka 6e30macHOMY MOBEJEHHIO, HO B 3aHHTEPECOBATh €ro B JajlbHEHIIEM
JEMTHCA MONYUYEeHHBIMH 3HAHUSIMH CO CBEPCTHHKAMH H HCMOJIb30BATL MX B
XHU3HH.

Cpenuuii Bo3pacT Ads HEepBOTrO MOTPYXEHHs B HEH3BEAAHHBIC IyUHHBI
MHTEpHeTa — 3To 5-6 jeT. B nacrosiee Bpems Gonee 80% neteid ot 7 10 12 ner
MoJb3yloTcs VIHTEpHETOM CaMOCTOSTEIIPHO, YTO cOCTaBiseT mpumepHo 30%
WHTEePHET-ayJUTOPHU CTPaHBI.

Bece 310 mpoMcXomMtT Ha (OHE MMHHMAIBHBIX MO3HAaHUH Y
MOJpACTAIONIETO  TOKOJIEHHs 10  HHIMBHAYaJbHOMY  ODecriedeHHIo
cobcTBeHHON HHpopMauuoHHON Oe3onacHoCTH. Kak cieicTBHE, B TEHEHHE
MOCACHHUX JE€T YMCJIO NPOTUBONPABHBIX JE€AHHH, COBEPLICHHBIX TMpOTHUB
HH(QOPMAIMOHHOH 0€30I1aCHOCTH, EXKEr0IHO yBEIUUHBAETCS.

Kazanoce ©Obl, YTO 2TO CJOXKHBEIE [10 MCXaHHW3MY COBEpUICHMA
npecTyIieHus, oaHako, 90% coBeplIaloTCs NH0AbMH, HE HMCIOLIMMH HUKAKOTo
crieLMaIM3upOBaHHOre 00pa3oBaHUsd B AaHHOH cgepe. M ecnu rosopurb o
MOJIOZIEXKHOH ayIUTOPUH, TO ITOJIOBUHA COBEPILIAIOTCS JHUAaMH OT 14 10 24 ner.

B cetu MHTepHET AEHCTBYIOT Te XK€ 3aKOHBI, TE )K€ HPaBbl, T€ Xe 00bI4au,
YTO U B PEATbHOM JXHU3HH.

ITpy 3TOM YYMTHIBas TOCIeAHHE OOLIEMHMPOBEIE TEHICHIIHH, B NMEPBYIO
oyepeib, NMPOrHO3MPYETCA NanbHellllee yBeJIHUEHHE KOJMYECTBA XHUILEHUH
IMyTeM MCIOJIL3OBAHUS KOMIbioTepHoH TexHHKH (cTaThs 212 YK) n ¢akros
HECAaHKLIHOHMPOBAHHOTO JAOCTYHa K KOMIBIOTepHOH HH{poOpMauuu (craThbs
349 VK), coBepliaeMbIX IIyTéM KOMIPOMETALMH JAaHHBIX JepxaTesnen
OaHKOBCKHX IIJIATEXHBIX KapT TMOCpeacTBoM (HIIMHra ¢ NpPHMEHEHHEM
COLIMANBHON MHIKEHEPMH U B3/IoMa YYETHBIX 3aluced mnonb3oBareneit B
COLIMANIbHBIX CETIX.

Kak He ¢cTaTh KepTBOii NMpecTYNJIeHHH B CONHAJLHbBIX CeTX

Ha cerofHsAIHUN A€Hb B MOJNIOAEKHON cpeae Mbl BpAl JIM HalueM TeX,
KTO He ObL1 65l 3apervctpuposad «BKonrakre», «®eicOyke», «MHcTarpamm»,
KaKUX-TH00 TEMATHYECKHX (POpyMax MIIM HHBIX MIIOLIAAKaX IS BHPTYalbHOTO
obuieHus. B LienoM 3To HOpMa, BeJIb YeJIOBEK XKHUBET B OOILECTBE H CTPEMHTCS
obwareea. OaHAKO HEKOTOpas HEOMBITHOCTH, HAMBHOCTH M JIOBEPUYMBOCTDL
MOpo¥ NPUBOASAT K HEFaTUBHBIM NOC/IEICTBHSIM.

Coumanbupie cetd, Gopymbl, On1orm — 3T0 cpeda € MPaKTHYECKH
MTHOBEHHOM CKOPOCTBIO pacnpoCcTpaHeHUs: HHPOPMALIMK H JOBONBHO CHIIBHBIM
spdexrom  mamaTH  (CONEPKMMOE  MHOTHX  COLMANBHBIX  PECypCcoB
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MHJEKCUPYETCS M JIOCTYNHO M3 MOHUCKOBUKOB). Kpome Toro, pacteT HHIAEKC
IOBepHsI K 3THM MCTOYHHMKaM HH(pOpMaLHH.

OcHoBHasl mpoOJjieMa COLMANBHBIX CE€TeH — 3TO JOBEPHE K TEM, KTO
BHECEH B CIUCOK «Ipy3ei». be3aymMHOoe npemtoxkeHHe «ApyXOel» ot
HEM3BECTHBIX WY MaJOHW3BECTHBIX JIIOAECH MOXET NPHBECTH K JIpaMaTHYECKHM
nocineacTsusM. OueBHIHO, YTO YPOBEHB AOBEPHUS K TE€M, KTO HAXOLUTCA B
CIIUCKE «Jpy3€ii», Mo ornpedesieHUi0 Beerjaa OyAeT BBIIIE, YEM K Cly4adHbIM
mogaM. C omHOH CTOPOHBI, 3TO XOpOLIO, TaK KaK (OPMHPYET JIOSIbHYIO
ayJAMTOPHIO BOKPYT UeJIOBeKa, HO C APYroH CTOPOHBI, OTKPBIBA€T ABEPH IS
3710y MBILIUIEHHHKOB.

«dpyxeckuit» cTunp OOLICHMS, pPaclpOCTPAHEHHBIH B COLMAIBHBIX
ceTsx, obMaHuuB. OH MOJKET CO3/1aTh JIOKHOE OLIYUICHHE, YTO BOKPYT TOJIBKO
Opy3bss W J0OpOXenaresld, C KOTOPBIMH MOXKHO JENUThCA  JII0Ooi
nHpopManuen.

OueHb XOpPOIIO OTCYTCTBHE KYJIBTYpBI OOLIEHMsA, a TOYHee, Haluuue
AHTUKYJIBTYPHI PaCKpbIBaeT TaKoe SIBJIEHHE, KaK «TPOJUTHHIY.

Ha wunTepner-ciaenre TposudHr (oT aHr. trolling —noBns peiOb Ha
OinecHy) — 3TO HaMepeHHO AarpecCHBHOE, XaMCKO€, IPOBOKAIMOHHOE,
ocKOpOHTENbHOE IIOBEACHHE B UHTEepHeT-TUCKyccHH. Llens Tpomns (Tpomie —
3TO TOT, KTO 3aHHMAETCS TPOJUIMHIOM) — BBIBECTH coOeceJHHKa U3 PABHOBECHS,
pazKHTaHHe CKJIOK B JUCKYCCHSX, TPOBOLMPOBAHHE B3aMMHEIX OCKOPOIEHUH H
T.0. IloMMMO 3TOro, BHPTYaJbHOCTb BbI3bIBAET 3(Q(EKT  KOHJANH-
pacTopMaXkHBaHHs», Hiarofaps KOTOpoMy Joau mo3sosatoT cebe B MHTepHeTe
TaKoe MOBeACHHE U BHICKA3bIBaHUS, KOTOpbIe HUKOrAa Obl ceOe He MO3BOJIMIIN B
peaibHOM MHpE.

OO6uieHKe B ceTH, TOUYHO Takoe e oOllleHye, KaKk U B OOBIYHOH XU3HHU, €
TOM JHLIb pa3HHULEH, 4TO OETH MOpOH HOBEPAIOT «BHUPTYANBHBIM JAPY3bsSM»
ropaszo Oosnblle, 4eM peanbHBIM. OcoGeHHO 3TO 000CTPAETCA B TOT MOMEHT,
KOT/Ja Y MOJPOCTKA BOHHUKAIOT MPoOeMbl B pealbHOH XHM3HH Wik B O0IIEHUH
CO CBepCTHHKaMH. B ceTH oueHb OLICTPO HaXOAATCA «COMNEPEXHBAIOLINE» H
«coBeTylommey. OTCIOJa M BO3HHKAIOT TaKME€ M3BECTHEIC JIBHJKEHHS Kak
«Cunnii Ku» (koraa noJpocTka CKIOHSIH K COBEPLICHUIO CaMOyOUICTBa) 11
«KonyMmbaiin» (koraa peGeHka ITOATANKHBANIN HA COBEpLICHHE (UIMYECKHX
pacripaB Haj y4YUTENIAMH, YIaIUMHUCS WK IPOCTO HE3HAKOMBIMH JIFOIbMH ).

3a4acTyi0 3JIOYMBILUIEHHUKY BeAYT OYe€Hb JONryl0 H APYXKECKYIO
MepenucKy, HaxOoAAT cnadble MecTa, BTUPAlOTCAd B JOBEPHE, CTAHOBSATCH
Jy4IIdM APYrOM MM MOJApPYroi, NelalT BUJI, YTO MOHHMAIOT cobeceaHHKa
Jydllle BCeX Ha CBETE, a [OTOM, OHEMHOI'Y HaYMHAIOT CKIOHATH K TeM Jindo
MHBIM JACHCTBHSAM, MaHWIMYTUpOBATL WK ILIaHTaxuposars. Ilpecnenyst atu
LeJM, 3JOYMBILUIEHHHKH TMOpoil HCMONb3yloT ¢GoTorpaguu «apy3ed» u3
npoduiIs MOAPOCTKA, YTOOBI CO3MAaTh AyONHMKAT CTPaHHLB! 3TOTO «apyra» W
SIKOOBI OT €ro UMEHH YK€ BECTH NEPEMHCKY.
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O0e30nmacuThCs OT 3TOI0 MOXKHO JIMIb PA3BUBAS KPUTHUHOE OTHOLIEHHE
K cobeceJHMKaM B CETU U UX CIIOBaM, MPOSBIISAs HE MEHBUIYIO OCTOPOXKHOCTS,
yeM B 0ObI4HOM Xu3HM. He crejyer BHICTaBIIATH BCIO CBOIO JKH3HB HAIOKas,
FOHACH 3a MHUMOH WM3BECTHOCTBIO, JIAHKaMH» U KOMMEHTAPHSIMH W KOHEUYHO
e clegyeT MOHHMAaTh, YTO CJIOBA, HAMMCAHHBIE B JIMYHBIX COOOINEHHMSIX,
OTIIPaBJI€HHOE (POTO M MHbIC CBEIACHHS, MOTYT CTaTh HHCTPYMEHTOM, KOTOPBIH
MIO3BOJIMT MaHUYJIMPOBATh cOOECETHUKOM.

Bropas yrposa cBsizZaHa cO B37TOMOM TOJIB30OBATEIBCKHX 3anucei
COLIMANIBHEIX pecypcoB. M 3TO MpoOMCXOAUT HE MOTOMY, YTO HCIOJB30BAIMCH
TIPOCTBIE NAPOJH (YTO KOHEYHO TOXKe ObIBaeT) WM OHHU 3alUCHIBAIIMCH TAC-TO,
rpy0o ropops «Ha 6yMaxKke» U KTO-TO MOT' HX «IOJCMOTPETEY.

IIpoGnema HocuT Oonee MacmTaOHBIM XapakTep. MCTOYHHKOB yTeuku
NEepCOHAIBHONH MH(pOpPMaLMH O JNOTMHaX W IMapojisiX II0Jb30BaTelel JaHHOM
COLMANbHONW CETH KpaliHe MHOIO M B NOJABJIAIOLIEM OOJBIIHHCTBE CIydaeB
BHHA JIXHUT HA CAMUX MOJB30BATENAX, KOTOPBIE OCYIIECTRISIIH aBTOPH3ALIMIO
Ha HHBIX pecypcax MWIM B IIPWIOKECHHUSIX 4Yepe3 CBOM YYCTHBIC 3allMCH B
COLMANBHBIX ceTsX. Hampumep, Aii ckauyWBaHHA MY3BIKM AN BUAeO(daHiios,
NOJy4YeHUs] MHUMOTO BBIMTPBIILIA. YacTh M3 JAHHBIX PecypcoB OBLIH CO3JaHEI
MMEHHO 17151 cOopa nepcoHaIbHON HH(pOpMaL UK.

IlocpencTBoM  B3/IOMa  3JMOYMBILUIGHHHK MOXET INPOHHKHYTH B
COLMATIBHYIO CeTh, pPa30CciaTh [0 ee¢ CIHCKY Apy3ed (uiuHroBoe (Unu
3aBEIOMO JIOXKHBIEC) COOOLICHHE M MOJIYYUTh AEHBIM JIHOO MOTHBHPOBATH
nogyuaTesied K KakuM-muO0 HeraTUBHBIM AelicTBusM. Hanmpumep, npoiftu no
YKa3aHHOM CCBIIKE U 3allyCTUTh BPEIOHOCHBIH KOI.

BCEI'TA:

Oyap BHUMAaTENbHBIM, NIOCEIas 4YaTel. Jlaxe ecin B yaTe HAMMCAHO, 4TO
OH TONBKO JJA JeTel, Hens3s TOYHO CKazaTh, UYTO BCE IIOCETUTENH
NEMCTBUTCIBHO SIBASIOTCS TBOMMH pOBECHHMKaMu. B warax MOTyT cHIeTh
B3pOCIbie, ObITatomuecs Te0s1 0OMaHyTh;

CIIpallluBail y poAguTelell pa3spelieHus MOCHIETh B YaTe,;

NOKWAal YaT, eclid ube-TO cOoOOLIEHHE BBI3OBET y TeOd 4YyBCTBO
OecriokoiicTBa WK BoaHeHue. He 3a0yab o6CyIUTE 3TO ¢ pOOUTEIISAMY;

JIEPKU HHOOPMALHIO O IMapoJie IpH cede, HUKOMY €ro He TOBODH;

€CIH YCHBIIHMING FJIM YBHJAHLIbL, YTO TBOM Jpy3bid 3aXOOAT B
“Hebe30MacHbBIe 30HBI”, HATTOMHH MM O BO3MOYKHBIX OMACHOCTAX M IIOCOBETYH,
KaK UM MPaBUWILHO MOCTYIHUT;

Oyab BHUMATENEH IIpU 3arpy3ke OecraTHbIX (aiiloB U urp Ha
KOMIBIOTEP, TeOs MOryT oOMaHyTh: Ha)kKaB Ha CCBUIKY, Thl MOXKELIb [10ACTE B
“Hebe3onacHylo 30HY HJIM 3arpy3uTh Ha CBOM KOMIIBIOTEP BHPYC WM
nporpaMMmy — LIMHAOH;

€CIIH [OJIYYWJIH OCKOpOJIsIoUIre CcOoODIEeH s, pacCKakUTe 00 ITOM
POAUTEISIM;
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IIOMHH, YTO €CJIH KTO-TO CAeNaeT Tede NnpeioKeHue, CIUIIKOM Xopollee,
410051 OBITE NPABJOH, TO 3TO, CKOpEE BCero, 0OMau;

JePXKUCh HOoAalbllle OT CaTOB «TOJBKO IJISl TE€X, KOMY YyXKeE ecThb 18».
Takue npeaynpexJeHWS Ha caWTax CO3JaHbl CIEUUATIBHO I TBOEH Xe
3amUTEl. CalThl /IS B3pPOCHBIX TaKKe MOTYT YBEJHYWTb TBOH cCuYeT 3a
HHtepHer.



